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Kak He cTaTb XepTBO MOWEHHNKOB

ITPOKYPATYPA
NMHOOPMUPYET

Y,

PasBuTune TexHONOrnih B COBpeMeHHOM Mupe o0bycnaBnmBaeT nx NOBCEMECTHOE
NMPOHMKHOBEHWE BO BCE CApepbl 0OWECTBEHHOM XN3HN. DTUM NONb3YKOTCS HE TONbKO
L0BPOCOBECTHbIE MONb30BATENIM KOMMYHUKALMOHHBIX CETEN, HO 1 3N10YMbIW NEHHUKM,
npecnepylowme pasnnyHble NPOTUBOMNPABHbIE LIENN — NTMYHOE 0boraweHne, NCKpeanTaumto
rpaxngaH 1 rocyaapcTBeHHbIX OpraHoB, pacnpocTpaHeHne HeneranbHonm nHpopmaumn, naen
Teppopuama 1 aKCTpemMmn3ma.

B Poccuinickon depepaumm oTMeHaeTcs eXerogHbii pocT Takux NPecTynneHnia.
[ToBCEMECTHO PErnCTPUPYIOTCA NPECTYNNEHUS, CBA3AHHbIE C XULWEHNEM LEHEXHbIX CPEACTB
N3 6aHKOB M UHbIX KPEAUTHbBIX OpraHn3aumnii, U3NYeCcKnx N PUANYECKNX N1L, COBEPLIAEMbIX
C NCMO/Ib30BaHNEM COBPEMEHHbIX MHJPOPMALMOHHO-KOMMYHUKALWOHHbLIX TEXHONOI I,

OTBETCTBEHHOCTb 3a KOTOpble npeaycMoTpeHa ct.cT. 158, 159, 159.3, 159.6 YK PD.

3ay4yacTyto B COBOKYMNMHOCTU C HUMW COBEPLIAIOTCS NPECTYNNEHNS B Cpepe KOMMbIOTEPHOW
nHbopmaumm nnn, Tak HasbiBaemble, KNOEPNPeCcTynNeHns, KOTOpble Ha NPakTUKe Hepeako
NCNONb3YIOTCH B KAYECTBE UHCTPYMEHTAPMUS 3aBNafeHNs Yy XM UMyLWeCcTBOM. B uensx
60pbObl ¢ KOMMbIOTEPHOI NpecTynHocTbio B YK P® npenycmoTpeHa 0TBETCTBEHHOCTb 3a PSif
crneumanbHbIX COCTABOB, KPUMUHANN3NPYIOWKX Takne OesaHUS, Kak: HenpaBoOMEPHbIX JOCTYN K
OXpaHAeMOn 3aKOHOM KOMMbOTEPHON nHpopmaumn (cT. 272 YK PD), cosznaHue,
NCNONb30BAHNE N pacrnpoCTpaHeHne BpeLoHOCHbIX KOMMbIOTEPHbIX nporpamm (cT. 273 YK
PD).

Mopasnstowee 60NbWMHCTBO XMILEHWIA pacCcMaTpPMBaEMOil KaTeropumn COBEpPLUAETCS C
NPUMEHEHNEM METOLOB «COLMAIbHOM MHXEHEePUn», TO eCTb AO0CTyNa K UHGopMaumm ¢
MOMOLLbIO TENEKOMMYHMKALMOHHbIX CeTel Ans 0bWweHns ¢ NoTeprneBLWNMN (COTOBOI CBSI3MN,
pecypcoB ceTu «/MHTepHeT»). TeXHONOrMs OCHOBaHa Ha MCMONb30BaHWUM cnabocTel
4enoBeYvyecKoro aktopa u sBnseTcs 4OCTaToO4YHO adpPeKTMBHOW. HanprumMep, NpecTynHuk
MOXXET NO3BOHUTb MO TeNeOHyY 1 NoA4 BUAOM COTPYAHMKA cnyX6bl 6e30nacHOCTH 1nu
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cnyx6bl nognepxku 6aHka, BbiBeaaTb Naposb, COCNAaBIIMCh HAa pelleHne HeboNbLWoii
npobnembl B KOMNbIOTEPHON CUCTEME U C HAHKOBCKMM CHETOM, 3a4acTy0 AE3MHOPMUPYS O
ero 6nokunpoBke.

Tak, B CeHTS0pe TekyLwero roga Ha CoOTOBbIA TeNedoH xutenio KOpbSHCKOro panoHa
MO3BOHW/T MY>X4YMHA, KOTOPbIA NPeacTaBuICs COTPYAHNKOM 6aHKa, U coobwwmn, 4To NbiTatoTCs
HECaHKMOHNPOBAHHO CNMCaTb OeHEeXHble cpeacTBa ¢ 6aHKOBCKOWM KapThbl, MOCNE YEro Cnpocun
Homep 6aHKOBCKOW KapTbl U CPOK AeicTBust kapTobl. [locne Toro, kak noTepneswnii nepeaan
yKas3aHHble AaHHble, 310yMbIWIEHHNK Noobewan NpuoCcTaHOBUTL Onepauuio, Ans Yero emy
Heobxoaumo npoankToBatb CMC-naponb, ykasaHHbli B CMC—coobweHnn, KoTopoe O0NXHO
npuintn. Nepenas naHHble napons, ykasaHHble B CMC-coobueHnn, ¢ 6aHKOBCKOM KapThl
noTepneswero 6binn cnMcaHbl AeHeXHble cpeacTea B cyMme 6onee 12000 pybneii.

PacnpocTpaHeHHbIi xapakTep HOCAT XULWEHMS, CBA3aHHbIE C APYrUM crnocobom obmaHa
LOBEPYMBbLIX rpaxaaH. MpectynHukn, npeacTaBnasicb 61M3KMMMN POACTBEHHUKAMU
(3HaKkOMbIMK) NOTepneEBLKX, MPOCAT O Nepenaye NN NEPeYNCNIeHNN 3NEKTPOHHBIM MNIaTEXOM
onpeneneHHon CyMMbl fieHe XHbIX CPEACTB ANS paspelleHns CNOXMBLIENCS B UX XU3HU
HebnaronpuaTHOW cuTyaummn. Tak, B Tekywem rogy cnegosatenem CO MO MBI Poccun
«KOpbsHCKMIA» BO3OYXAEHO YroNOBHOE AEN0 MO PakTy XULEHUS OEeHEXHbIX CPeACTB Y
XxutenbHuubl KOpbsHckoro paioHa. CornacHo ycTaHOBNEHHbLIM 06CTOSTENbCTBAM, HA COTOBLIN
TEeNegoH NoTepneBLel NO3BOHU NPECTYMHUK U, NPEACTaBMBWNCE ee BpaTom, coobwmn, 4To
efeT B roctu. Yepes HEKOTOPOE BPEMS BHOBb MO3BOHMA 1 COOOWMA, 4TO €ro OCTAHOBUNM HA
Tepputopum Knuposckoit obnactu n eMy cpo4yHo Heobxoamma cymma B pasmepe 15000 pybneid,
KOTOPYIO HY>XHO NepeBecTn Ha KapTy, HOMep KOTOPOW OH npoaukTyeT. [loTepneswas
nepeBena Ha yKasaHHy NPecTynHMKOM GaHKOBCKYIO KapTy TpebyeMyto CyMMy LEeHEXHbIX
CpencTs.

JNCTaHUNOHHbIE XULWEHNS COBEPADTCSA NOCPEACTBOM pa3MeLleHNs Ha OTKPbITbIX canTax
ceTn «VIHTepHeT» 3aBelOMO NIOXHbIX NPEANoXeHnid 06 ycnyrax n npogaxe ToBapoB 3a
LEeHEeXHOe BO3HarpaxeHune, KOTOpoe B AanbHenweM nepedncnsetcs Ha 6aHKOBCKMA cyeT
BMHOBHOrO Nmua.

JleHeXxHble cpencTBa HENPaBOMEPHO CMMUCHIBAIOTCS CO CHETOB NOTEPNEBLINX, KOrAa B pyku
NPECTYNHMKOB NOMagarT nx MobMNbHbIE TENEOHBI C YCTAHOBNEHHBLIMU HA HUX BAHKOBCKUMM
cepsucamu. To xe camoe kacaeTtcst 1 6aHKOBCKUX KapT: MOXMTUTENSIMU COBEPLIAIOTCS
MOKYNKW NyTEM onnaTbl TOBAPOB HECKOHTAKTHLIM CNOCOOOM, NPV HANMYMK NAPons goctyna —
LEeHbr CHUMatoTCs B GaHKkoMaTax.

CoumnanbHas MHXeHepus UCMoNb3yeTCs TakXe AN pacrnpocTpaHeHns TPOSIHCKUX KOHEN.
3noyMblwneHHrK HanpaBnseT e-mail, sms-cooblweHne nnm coobleHne B MecceHaxXepe, Bo
B/IOXXEHUN KOTOPOro COAEPXMTCS, HAaNpMMep, BaxXHoe 0OHOBNEHNE aHTMBMPYCa NN
BbIrO4HOE NPennoXeHne 0 NOKYNKe Co CKUAKON UM COUKTUBHOM BbIMIPbILE C MPUIOXEHHOM
CCbINIKOW, NpW nepexone rno KOTopor Ha yCTPOMCTBO NOMNb30BaTENS CKayMBaeTCs
BpeLoHOoCHas nporpamma. locne 4ero NpecTynHUK nony4vaeT yaaneHHoe ynpasneHune u
BO3MOXXHOCTb OCYLWECTBNEHNS NepeyncneHms geHeXHbIX CPeaCcTB CO cHeTa NPUBS3aHHON K
aboHeHTCKOMY HOMepy 6aHKOBCKOW KapThbl.

HeobxoanMo 0TMETUTb, YTO KPUMUHANBHBIE METOAbI «YAANEHHOM0» XULWEHNS OEHEXHbIX
CPEeLCTB MOCTOSHHO 3BOJIIOLUMOHUPYIOT, MPY 9TOM NPECTYMHUKaMN aKkTUBHO UCMO/b3YTCA
COBpEeMEHHble IT-TexHONornum, KOTopblie 3a4acTyto NPOCTbI B UCMONb30BaHUN U AOCTYMHbI
HeorpaHNU4YeHHOMyY YMCNy Nonb3oBaTenel rnobdanbHom ceTu.
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